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1. 0   Fraud policy
1.1    Introduction
· This document details the surgery’s policy and response plan towards detected or suspected acts of fraud or corruption whether relating to employees, primary care contractors, or external bodies

· The surgery already has standing orders, standing financial instructions and procedures in place to reduce the possibility of illegal acts occurring

· The staff briefing (Appendix E) forming part of this policy should be distributed to all staff and included in packs for new employees 
1.2    The practice policy

· The surgery is absolutely committed to maintaining an honest, open and well-intentioned   

      working environment

· It is therefore also committed to the elimination of wrong-doing within its sphere of operation and 

      will naturally not tolerate fraud in any form

· As such, it is committed to the rigorous investigation of any such cases, and to the taking of any 
      action required 
· The surgery wishes to encourage anyone having reasonable suspicions of suspected or actual 
      fraud or malpractice to report them to the practice manager or to any of the partners, and it is 

      therefore formal policy that no employee should suffer as a result of reporting reasonably held 

      suspicions
· For the purposes of this policy, “reasonably held suspicions” shall mean any suspicions other than 
      those which are completely groundless and raised maliciously (see policy on personal 

      harassment)
1.3    What is fraud?

· Fraud is theft
· To commit fraud is to deprive by deceit – hence, the two essential elements in fraud are:
· Deception or concealment
· Deprival or loss to the victim
· Deception or concealment may be achieved by;

· Unauthorised input, alteration, destruction, suppression or misappropriation of data or other records
· Inappropriate, corrupt transactions with suppliers (eg: resulting from undisclosed favours received or expected)
· Deliberate misrepresentation of facts or manipulation of management information or company records including personal expenses
· Deprival or loss may also arise from direct theft of funds or assets from the surgery
· Fraud is distinct from accidental error or negligence
· Fraud may be perpetrated by one individual acting alone, or may involve several people from 
      within and / or external to the organisation in collusion with each other. This includes corruption.

 1.4    What is corruption?

· Corruption may be defined as “The offering, giving, soliciting or acceptance of an inducement or 
      reward which may influence the action of any person"
· Corruption involves two or more people.

1.5    Computer misuse

· Fraud or corruption is increasingly being, carried out using computers
· Misuse of computers and their programs are specifically covered by the Computer Misuse Act 
      1990
· A person is guilty of an offence if they access a computer, program or data which they are not 
      authorised to access and or they cause unauthorised modification to the contents of the computer 
      such that the proper operation or access to the computer or program is hindered
· The practice handbook contains guidance for staff regarding the need to obtain proper authority to 

      access programs or data, also regarding policy on downloading and installing programs 
· An offence is only caused if the person has intent and knowledge at the time of the act (see 
      Appendix B for further details of the Computer Misuse Act 1990)
1.6    Confidentiality
· It is essential that confidentiality is maintained so as not to prejudice further investigation
· Employees must not disclose details of any suspected fraud or malpractice to anybody except the 
      practice manager and the partners 
· This assumes that the practice manager or any of the partners is not the subject of any 
      allegations – naturally, if this is the case, employees should be careful not to alert that person 
· Employees must not make available any documentation concerning the case under review to 
      anybody - if information must be released, this must be done via the practice manager and / or 

      partners
· Under no circumstances should an employee communicate with members of the press, radio or to 
      any other third party about a suspected act of fraud or corruption or irregularity
1.7    Responsibilities
· The surgery is responsible for:

· Developing and maintaining effective, visible controls to prevent fraud, eg: separation of duties, proper authorisation of expenditure, etc
· Producing a clearly defined and publicised Fraud & Corruption Policy & Response Plan which applies to everyone in the organisation and encourages open reporting of concerns
· Carrying out vigorous and prompt investigations there is any suspicion of fraud 
· Taking appropriate legal and / or disciplinary action against perpetrators of fraud 
· Taking disciplinary action against supervisors where supervisory failures have contributed to the commission of fraud
· The practice manager specifically is responsible for:

· Identifying the risks to which systems and procedures are exposed
· Developing and maintaining effective controls to prevent and detect fraud
· Ensuring that controls are reviewed, updated and complied with
· Practice staff are responsible for:

· Acting with propriety in all practice activities - this includes handling and use of surgery funds, dealing with contractors or suppliers or any other aspect of surgery business

· Ensuring that they do not receive gifts, hospitality or benefits of any kind from a third party which might be seen to compromise their personal judgment or integrity or that of the surgery
· Communicating any concerns or suspicions to the practice manager and / or the partners
· Adhering to the practice policy relating to confidentiality (as detailed in 1.6 above)
2.0   Fraud response plan
2.1    General
· In the event of suspicion of fraud or other malpractice being reported, the surgery’s planned  

     response is set out in 2.2 below and in the accompanying flowchart in 2.3  
· The procedures are intended to allow for evidence gathering and collation in a manner that will 
      facilitate informed initial decisions, whilst ensuring that evidence gathered will be admissible in any 
      future criminal or civil action
· They will also ensure that employees and any other person(s) concerned are dealt with in a fair 
      manner, in accordance with surgeries policies and procedures, and the Police and Criminal 
      Evidence Act 1984
2.2    Planned response
2.2.1 Reporting suspicions 
· An employee should discuss any suspicions with the practice manager in the first instance, unless the practice manager is the subject of any allegations – if this is the case, then the employee should go direct to one of the partners not under suspicion
·    The employee should disclose any information and documentary evidence that supports their suspicions 
2.2.2 Logging reported suspicions
· The practice manager should immediately log all reported suspicions in the Fraud and Suspected Irregularities Log – this record will be maintained regardless of whether suspicions are ultimately dismissed as minor or groundless
· A fraud report must be completed to accompany the entry, and update reports should be completed whenever new information becomes available and at the conclusion of the case
· The log will also contain details of actions taken and conclusions reached 
· The log will be maintained and held by the practice manager
· The practice manager should immediately alert the partners to any new entry in the log
· If the practice manager is the subject of any allegation, the partner to whom suspicions are reported is responsible for maintaining appropriate records separately and for keeping his or her partners updated

2.2.3 Immediate action

· Where it would not prejudice any subsequent investigation, whether internal or external, the practice manager will take immediate action to end any further losses and remedy any control weaknesses
· Advice may need to be taken from the police
· Details of suggested steps to be taken are given in Appendix C
· The practice manager and / or partners will consider the need to inform the police:

· Where fraud is suspected, the police would normally be informed immediately in all but the most minor cases
· It is the responsibility of the partners to decide whether to involve the police, after taking advice if necessary
· The decision will include the following considerations:

· The value of prosecution of the perpetrator(s) through criminal action - a successful prosecution can often assist recoveries via the civil court
· The potential or actual seriousness of the malpractice involved

· Whether the malpractice is fraudulent according to the definition in 1.3 above
· Whether the malpractice is thought to be continuing

· Any involvement of individuals or organisations outside the organisation
· The need to take deterrent action
· Adverse publicity
· NB the partners must consult their medical defence organisations before notifying the police of any actual or suspected fraud or act of corruption
2.2.4 Involving the police

· Liaison with the police should begin as soon as the issues involved are identified
· Protracted internal investigations often unnecessarily delay the involvement of the police, thereby diminishing the value of co-operation with them
· However, properly organized investigations, conducted by people or employees with a working knowledge of practice policies and procedures will be of great assistance to any subsequent police enquiry
· NB it should be noted that the police’s priorities may differ to those of the surgery with criminal prosecution being their main objective rather than recovery of any losses
· Once police are involved, the practice manager and / or partners must maintain close liaison
2.2.5 Fraud involving a member of staff

· Initial action

· Consideration must be given to the suspension of the employee(s), with pay, at the start of any investigation - this is for the protection of the employee(s) as much as to ensure objectivity during the course of any subsequent investigation
· Regardless of whether the police are involved in an investigation, members of staff can still be interviewed by the practice manager and partners
· Disciplinary action

· The practice policies must be followed as normal during the course of any disciplinary actions relating to fraud or malpractice
· Disciplinary action may be undertaken by the practice whether or not any prosecution has taken place or is due to take place
· Any dismissal must be for a “fair” reason, and the manner of dismissal must also be reasonable in accordance with practice policies 

· Internal Investigations

· Any internal investigation should be carried out with great care and with due consideration of 
             the possibility of future criminal proceedings 
· Appendix A gives general guidance notes for conduct during such an investigation, including implications of the Police and Criminal Evidence Act 1984

· In order to maximise the effectiveness of fraud investigations, it is crucial that clear objectives are set at the earliest possible opportunity. Whilst these will be driven to an extent by this Fraud & Corruption Policy and Response Plan, each fraud will require a unique response. At the highest level the objectives will be one, or any combination, of the following:

· To establish the facts
· To prevent repetition and deter others
· To recover losses
2.2.6 Recovering a Loss

· The possibility of recovering a loss must be considered as part of an investigation, including taking civil action where appropriate
· Where recovering a loss is likely to require a civil action, it will be necessary to seek legal advice
· Civil action, or negotiation in the face of it, should be considered for the purpose of recovering  funds from:

· The perpetrator(s) of the fraud - after, or in lieu of, criminal proceedings
· Other who have acted negligently or failed to maintain appropriate controls to prevent fraud (eg: banks, accountants, etc.)
· Full recovery of a loss and any associated costs should be sought except, for example, where an 
      overpayment has been paid over to an innocent individual and received in good faith and its full 
      recovery would result in genuine hardship (see guidance issued by NHSE on losses and special 

      payments)
· Where a loss has been incurred and not recovered in full, the details must be recorded in the 
             losses and special payments register - the amount recorded in fraud cases should be shown gross 
            and net of any recoveries
2.3    Planned response – flowchart

Employee suspects that fraud or other illegal act involving the organisation is being committed by an employee, partner, supplier or other 3rd party

Employee raises suspicions with practice manager (or partner, if the practice manager is the subject of the allegation), disclosing any supporting information and documentary evidence

 Practice manager (or partner if appropriate) takes the following immediate action:

· records details in the Fraud and Suspected Irregularities Log

· completes a fraud report to accompany the entry

· alerts partners to the issue (partners to consult medical defence organisation)
· acts to prevent further losses / tighten controls



Is it appropriate to involve the police?             








YES


      NO





Is a member of staff involved?










                 NO






      YES
Practice manager to follow normal investigation & practice disciplinary procedures
· consider immediate suspension with pay

· proceed with staff interviews regardless of police involvement (NB care)

· proceed with disciplinary action as appropriate regardless of any prosecution

· update Fraud & Suspected Irregularities Log



    Take steps to recover any loss, including taking 
       civil action if appropriate – seek legal advice





          Record losses (and any losses recovered)
Appendix A – Internal investigations
· General Guidance

· Good practice when investigating cases of suspected fraud or malpractice, having special regard to the objectives of maximising control and minimising cost:

· Identify an appropriate person, either the practice manager or partner to be responsible for the investigation

· Seek advice where necessary at the start and during the course of the investigation from such sources as the police, legal advisors and internal and external audit

· Set clear objectives at the earliest possible opportunity to maximise the effectiveness of fraud investigations:

· Whilst these will be driven to an extent by the Fraud & Corruption Policy and Response Plan, each fraud will require a unique response
· At the highest level the objectives will be one, or any combination, of the following:
· To establish the facts
· To prevent repetition and deter others
· To recover losses
· More detailed objectives will depend on circumstances 

· Define the scope, timings, resources and responsibilities at the start of the investigation

· Establish a formal line of communication with the local police and/or fraud squad

· Keep proper records including a diary of events

· Consider the potential for media interest
· Monitor resources used (costs & time)
· Monitor progress and inform relevant people as required

· Consider the lessons to be learnt
· Draw up an action plan based on the lessons learned

· Common areas for fraud:

· Fraud can happen wherever staff or independent contractors complete official documentation and can take financial advantage of the practice, and the risk of fraud is increased where staff or contractors are in positions of trust or responsibility and are not checked or subjected to effective monitoring or validation

· Consequently, the following areas are particularly susceptible to fraud:

· payments to independent contractors
· travel and expense claims;

· cash receipts/petty cash;

· payroll;

· ordering;

· non-pay expenditure.

· private fees

· Physical evidence of fraud:
· There may be instances where local knowledge or the "network" leads to suspicions about the behaviour of independent contractors - these could result from complaints from members of the public or discussions with other independent contractors

· All managers should ensure that controls are in place to prevent and detect fraud and error
· However fraud involves the falsification of records - managers therefore need to be aware of the possibility of fraud when reviewing records or when presented with claims and forms
· Physical evidence may be evident in books, ledgers, computer disks etc, and where there is suspicion, a thorough examination of all documentary evidence, including waste paper, should be undertaken

· It may also be compiled through observation (see below)

· Situations that may give rise to suspicion include:
· Documents that have been altered, particularly after authorisation:
· Tippex used
· different pens/handwriting

· erased/crossed out figures
· Consistency in format of documents from apparently unconnected companies
· Inconsistencies in format/inks/typefaces of documents from a company

· Unduly amateur appearance of documents
· Old documents apparently being reused
· Claims that cannot be checked, particularly if prior authorisation was not given
· Strange trends (use comparison and reasonableness)
· Confused, illegible text and missing details (eg: incomplete addresses, missing VAT numbers etc)
· Delays in documentation completion or submission
· Lack of receipts or orders/delivery notes to support claims and invoices

· Managers may need to be concerned where staff are:
· Living beyond their means
· Under financial pressure (possibly caused by drinking/gambling or over extension of credit)
· Exhibiting undue stress
· Not taking annual leave
· Solely responsible for a "risk" area and/or possibly refusal to allow another
                                             staff member to be involved in their duties
· Working long hours
· Upon taking control of any physical evidence, it is crucial that admissibility in court is not prejudiced:

· A record must be made of the time, place and by whom items are taken
· If evidence consists of several items, eg: many documents, each one should be placed in a transparent plastic wallet to prevent fingerprint contamination and the wallet tagged with a reference number corresponding to the written record
· A note should be made of all those who may have handled the original documents before evidential significance was realised
· A photocopy should be taken of all documents
· Under no circumstances should any original document be written on
· Original documents should not be stapled 
· Bundles of files should not be broken up
· Civil law may be used to assist in gaining evidence in the following ways:

· Discovery orders require plaintiffs and defendants in a case to release all relevant evidence to each other
· A Mareva injunction may help to secure any possible assets
· An Anton Pillar Order will prevent suspects destroying documents prior to discovery - such an order would allow a lawyer to enter, search and seize the documents specified
· Observation:

· It is self evident that a suspect’s position is severely weakened if they are caught in the act of committing fraud
· Observation of suspects will not be practical in all cases, but where fraud is thought to be ongoing and involve regular criminal acts, this should be the first step considered
· Observation may take the form of:
· Static surveillance from a hidden position or CCTV
· Mobile surveillance - following a suspect without detection requires training and experience and if this option is pursued the police or a specialist investigator should be involved
· Audio surveillance of employee telephone conversations (NB the practice medical defence organisation should be consulted prior to such action being taken)
· Covert tape recordings of a suspect’s conversations (NB the practice medical defence organisation should be consulted prior to such action being taken)

· Meticulous and accurate records must be kept of all observations

· Confronting a suspect caught red-handed may be advantageous in terms of gaining an 
early admission and should be considered - if this step is taken:

· The suspect should be separated from any accomplices as early as possible
· Statements should be taken before they have the chance to compare notes
· Any evidence at the scene should be carefully preserved.

· Interviews:

· The requirements of the Police and Criminal Evidence Act (PACE) 1984, must be 
             considered before any interview with a suspect takes place, since compliance with 
             PACE determines whether evidence is admissible in criminal proceedings (see 

             Appendix B)

· If in doubt about the requirements of PACE, it is important to take advice from the police.

· Witnesses:

· If a witness is prepared to give a written statement, it is best practice for an experienced employee to take a chronological record using the witness’s own words
· The witness must be willing to sign the document as a true record, but the involvement of an independent person usually helps to keep the statement to relevant facts
· The statement should be countersigned by the interviewer
· Investigation Resources

· After completion of an initial fact finding investigation in accordance with procedures given in the 
             planned response flowchart, the following options are available to the practice:



Action

Advantages


Disadvantages

                         Do nothing
No incremental cost

Fails to allay suspicions, deter or 

recover lost practice assets



Police to
Independent


Little control over investigation



investigate






No incremental cost

Objective tends to be gathering






evidence for conviction which 

Good knowledge of PACE 
may be different from practice








(eg: recovery of loss) 




Access to greater resource










Greater chance of adverse publicity




Powers extend beyond







the confines of the practice
Possible lack of sensitivity to NHS 
 







requirements and issues




May help with media










Difficult to revoke

Appendix B - The law and its remedies
· This section is for background awareness only and gives an overview of the law in respect of fraud – it is not a substitute for taking specialist legal and police advice whenever appropriate 

· Civil law:

· The method of concealment (in the case of fraud) is unlikely to be a key factor in the value of compensation or the drafting of the statement of claim
· Civil law may assist the practice to recover its loss
· Civil law remedies for fraud (theft):

· Monies had and received - the claim will refer to funds of the plaintiff which have been “had and received” by the defendant at the plaintiff’s expense - and will seek their recovery

· Damages for deceit - a defendant may become liable in tort to the plaintiff for damages arising out of the act, and if the plaintiff can establish this liability, there is entitlement to be put back into the position that would have been if the tortuous act had not been committed. If successful, this claim may result in the award of damages beyond mere recovery of assets stolen

· Interest - the plaintiff may be entitled to interest on the amount lost
· Tracing – this is an equitable remedy for the recovery of assets by following the trail by which assets have been removed after leaving control of the plaintiff
· Criminal law:

· The nature of the deceit is highly relevant in framing charges
· It is not primarily concerned with restitution or recovery of the proceeds of fraud - although there are some statutory powers to award compensation and to order restitution or forfeiture in some circumstances
· Criminal law may impose sanctions on the defendant for causing loss, while There is no reason why criminal prosecution and civil actions cannot be undertaken at the same time if the evidence supports such actions. There are, however, dangers in unilateral uncoordinated actions.

· PACE - Police and Criminal Evidence Act 1984
· For the purposes of criminal proceedings, the admissibility of evidence is governed by PACE 1984
· For non-criminal proceedings, ie: civil or disciplinary hearings, PACE 1984 does not apply, but should nevertheless be regarded as best practice 
· This Act, specifies the standards that must be followed by interviewers of all suspects, and sets out the rights of the suspect such as representation, as well as the duty of the interviewer
· Included within the Act are details of the conduct of an interview, location, format, comforts, etc, and the rules for the recording of interviews
· The rules apply primarily to the police, but within them it states that they also apply to persons other than the police who may be charged with the duty of investigating offences - however, an interview under caution should not be considered unless the police have been informed
· Failure to comply with PACE 1984 means that nothing said by the suspect during the interview will be admissible in a court of law

· Summary of rules:

· As soon as there are reasonable grounds for suspecting that a person has committed an offence, that person must be cautioned before further questioning takes place – do not wait until there is proof

· The caution should be in the words “You do not have to say anything, but it may harm your defence if you do not mention when questioned something which you later rely on in court. Anything you do say may be used in evidence.” (The words “against you” must not be used)

· It is also critical that the suspect is told that they are not under arrest and may leave the interview at any time

· There should always be a second interviewer present during the interview, and the suspect should always be asked if they wish to be represented during the interview
· Answers to all questions must be recorded at the time and that record must be signed by the suspect and interviewers – if the suspect refuses to sign, this fact should be noted and the interview notes signed by the interviewers

· Any notes from an interview, whether shorthand or long hand, must be kept
· Times and people present/leaving should be recorded

· If a statement is obtained from a suspect it must be in the correct format – it must:

· Begin with the name and position of the suspect making the statement 
· Be dated and timed

· Have a signed statement at the beginning reading “I make this statement of my own free will. I have been told that I need not say anything unless I wish to do so and whatever I do say may be used in evidence” 
· Be signed at the bottom of each page by interviewee and interviewers 
· Have every alteration initialled by the suspect 
· The suspect may write the statement or it may be written for them
· The suspect giving the statement must not be prompted
· At the conclusion of the statement the suspect should sign after the last word 
· The suspect must be allowed to reread the statement before the final signing and must 
             be allowed to make alterations
· Corruption

· Laws covering corruption:

· Public Bodies Corrupt Practices Act 1889

· The Prevention of Corruption Act 1906 
· The Prevention of Corruption Act 1916
· The strict definition of corruption is “the offering, giving, soliciting or acceptance of an 
inducement or reward which may influence the action of any person”

· Computer Misuse Act 1990 
· This Act makes provision for securing computer material against unauthorised access or modification

· A person is guilty of an offence if s/he causes a computer to perform any function with intent to secure unauthorised access to any program or data held in any computer, and s/he knows at the time that this is the case
· The intent a person has to have to commit an offence:

· Need not be directed at any particular program or data, or that held in any particular computer
· Should be an intent to cause a modification of the contents of any computer and by so doing, preventing or hindering access to any program or data held in any computer or impairing the operation of any such program or the reliability of any such data
Appendix C - Immediate response
· Limitation of loss
· Where the suspected fraud or irregularity involves an employee - consideration should be given by the practice manager and partners to the following steps:

· Suspension of the employee(s) at the start of any investigation
· Securing the employee(s)’s desk contents and office, preferably with the employee(s)

· present (they may wish to be accompanied by their manager or a union representative
· Recovering the employee(s)’s office or desk keys
· Ensuring that the employee(s), if suspended, leave the premises immediately and do not have the opportunity to remove/destroy any potential evidence
· Securing accounting, policy and any other records including computer files and back up relevant computer data
· Cancelling the employee(s)’s network and other systems access (WAN and LAN) and cancelling any manual authorisation levels
· Changing locks / number codes on office door, cabinets etc to protect potential evidence 

· Checking any current payments that the employee has been involved in before the funds have left the practice's bank accounts and, if necessary, stopping them

· Advising work colleagues of the suspension of the individual(s) and that no contact with them should take place (any attempted contact should be reported to the practice manager)

· Retrieving any practice assets in the possession of the employee(s) suspected as soon as possible
· Preserving computers and their data if it is suspected that a computer has been tampered with

· Where the suspected fraud or irregularity involves a supplier, normal dealings should be suspended until the outcome of any investigation is concluded, and if there is a current payment being made to the supplier then the payment should be stopped

· Where the suspected fraud or irregularity involves a partner:

· The partnership should be asked to designate another bank account for future use 

             until the matter is sorted out
· Consideration should be given to taking the steps listed above, where the suspected
             fraud or irregularity involves an employee
· Control improvement
· For fraud to take place against a practice, it is likely that weaknesses in existing controls will have been exploited
· In order to prevent recurrence, it is essential that these weaknesses are fully understood and addressed
· The following actions should be taken under the direction of the practice manager:
· Isolate the underlying control weaknesses
· Quantify each weakness in terms of its contribution to the fraud and the risk of recurrence if it is not addressed
· Agree effective solutions with relevant practice team members
· Document the above in a report and action plan
· As well as pursuing action to address control weaknesses in the particular area affected by the fraud, it is important that steps are taken to minimise similar risk throughout the organisation
· Subject to considerations surrounding confidentiality, a brief synopsis of significant fraud should be prepared setting out the key lessons learnt by the practice and included in an incident report
Appendix D – Key fraud prevention controls

· The practice has responsibility for minimising the risk of incurring losses by theft or fraud. To do this it expects that the partners and all senior staff  will:
· Identify risk areas and assess the scale of risk for each
· Delegate responsibility for managing these areas of work to appropriate personnel, advising 
             them of the potential risks involved

· Prepare written operating procedures for all risk areas incorporating, wherever possible, forms of internal control, and provide staff with formal training on these
· Carry out periodic reviews to ensure that the systems are being operated in the prescribed manner

· Promote general awareness amongst staff of the risks to the practice and develop an environment which promotes compliance with internal controls – for this, it is essential that all partners and senior members of staff are seen to adhere to all control measures

· Familiarise themselves with common fraud techniques and be aware of signs which could indicate that fraud is taking place
· This document outlines a number of ‘best practice’ controls which should be in place to combat the more common types of fraud perpetrated against public sector bodies, although it is recognised that there may be practical difficulties where there are limited numbers of employees:
· It is not an exhaustive list, but if all of these controls are in place and are being complied with, practices can significantly reduce the risk of loss from fraud in these areas by either prevention or detection at an early stage, although it is worth pointing out, however, that many controls will fail in the face of collusion
· It should be noted that these controls are only those specifically identified as fraud prevention controls and do not represent what should constitute the total control framework in these areas

· The application of the controls under payment of creditors, payroll and expenses will guard against fraud in relation to the main expenditure items in the budget
· Risk areas / suggested controls:
· Recruitment:
· Example risks: 
· Persons not suitably qualified for post are appointed
· Good practice in recruitment procedures is not complied with
· Suggested controls:
· More than one person should be involved in the interview and selection process
· Detailed application form should be completed, including statement from applicants in relation to past criminal record and medical condition
· Confirmation of references and past employers in writing must be obtained, backed up by phone discussions if there is any doubt about an applicant’s background
· Reliance should not be placed only on character references - at least one reference should be from a past, ideally the most recent or current, employer
· Verification of educational and professional qualifications etc

· Checklist to be in place to ensure above checks have been undertaken before 
                                          Appointment is confirmed
· Payroll and expenses:
· Example risks: 

· Existence of “ghost employees”
· Employees are paid amounts to which they are not entitled 
· Suggested controls:
· Periodic print out taken of all new data fields established and amendments to existing data and subject to review by partners
· Managerial confirmation of all hours worked by employees
· Documented support to all overtime and expense claims, including receipts where applicable
· Each claim subject to authorisation by practice manager who is likely to have knowledge of the details of the claim
· Exception reports on payroll data exceeding pre-set criteria taken and subject to management review
· Pre payment review and authorisation of payroll
· Cash and banking:

· Example risks:

· Theft or loss of cash
· Suggested controls:
· There should be a list of signatories authorised to sign cheques 

· Specimen signatures must be issued to the bank

· There should be delegation levels for signing cheques, with two signatures required over a certain threshold
· Regular banking of cash and receipts at varied times should take place
· Immediate banking of significant sums received
· There must be security over cash and controlled stationary
· Periodic surprise checks of cash holdings should be in place
· Two signatures are needed for any electronic funds transfer
· Monitoring of bank charges paid and interest received

· Petty cash should be held securely and subject to independent cash counts
· Petty cash floats should be kept to minimum value and frequency of replenishment monitored
· Regular and independent bank and petty cash reconciliations must be carried out
· Payment to creditors:
· Example risks:

· Payment made for goods and services not received
· Payment to “ghost” suppliers
· Suggested controls:
· Matching of payments to invoice and/or documentary evidence of receipt of services/goods
· Register of approved suppliers
· Management authorisation of new suppliers added to finance system and exception report of all newly established creditors
· Exception reports reviewed prior to payment run
· Senior management authorisation of payment run
· Random checks of authorisation of a sample of payments to back up documentation
· Retention of all documentation
· Regular and independent supplier statement reconciliations
· Regular management accounts prepared and subject to management review 
· There should be separation of duties between those setting up payment accounts and those authorised to trigger payments at all times
· Funds received:

· Example risks:

· Theft of cash and/or cheques

· Suggested controls

· Cash received should be controlled by use of serially numbered receipts 
· Receipts should be prompt, accurate and complete, and (where possible) should be generated automatically, and be dated and timed 
· Clearly visible displays should be used to show the patient the amount being registered, and price lists should be visible to the patient 
· Registers of income, subject to management checks, should be in use
· There should be segregation of duties between receipt of cash and banking
· Two people should be allocated to receive and open mail, completing a register of cheques and cash received through the mail
· There should be exception reporting in place for income received
· All donations should be centrally recorded, receipted and funds promptly banked
· Where provided for a specific purpose, monitoring of the use of funds should be performed
· Regular and independent bank reconciliations must be carried out
· Regular management accounts should be prepared and be subject to partners’ review
· Safeguarding assets:
· Example risks:
· Theft or loss of assets
· Tampering with assets
· Suggested controls:
· Maintenance of asset register and a regular programme of physical inspections
· Delegated responsibility for the safeguarding of assets by location/department
· Health and safety checks on applicable equipment at the appropriate intervals
· Controls over keys should be set up and keys should only be issued to 
                                          authorised personnel
· Training:
· Example risks:
· Frauds are undetected due to unawareness of responsibilities for prevention and detection
· Suggested controls:
· Formal induction training for each new member of staff
· Review of training needs as part of annual staff appraisal system
· Instruction and discussion of control and probity issues as part of staff induction
· Formal staff training in relation to key/high risk tasks, backed up by adequate written guidance in the form of manuals and/or desk instructions
· Issue of staff notice on fraud
· Publication of practice policy on fraud
· Regular notices introducing significant changes to financial procedures
· Procurement and stock control:
· Example risks:

· Theft of stock
· Goods purchased for private not practice consumption

· Suggested controls:

· Centralised procurement function
· Strict guidance on financial thresholds for obtaining quotes and authorising orders
· Periodic management checking of compliance with above
· Security of controlled stationery
· Phone and fax orders only to be used in emergency and to be backed up by written documentation
· Use of official stationery to order goods
· Checking of goods received against delivery documentation
· Segregation between functions of ordering, receipt, maintenance of stock records and authorisation to pay
· Documented arrangements for silent hours/emergency access to stock
· Periodic usage reviews to identify slow moving, obsolete stock
· Regular, independent stock checks
· Accounting records:

· Amendments and deletions to accounting records should be independently authorised, evidenced by signature, together with name and grade
· Independent checks to ensure amendments have been carried out correctly should be evidenced by signature, together with name and grade
· Authorisation levels and frequency of checks, including the use of spot checks, should be formally agreed by the partners 

· Accounting records and petty cash should be reconciled on a regular basis and discrepancies should be investigated and resolved - these reconciliations should be recorded and independently reviewed

· Any discrepancies which cannot be resolved, or any losses which have occurred should be reported as part of a formally defined process
· Suspense accounts should be reviewed on a regular basis to confirm their validity
Appendix E – Templates

Suspected Fraud and Irregularities Log
	Date notified:


	By whom:



	Nature of allegation (details attached):

	

	Person(s) / organisation(s) allegedly involved:


	

	Outcome of preliminary review (details attached):

	

	People involved in internal investigation:

	

	Outcome of internal investigation (details attached):


	

	Date police involved (if applicable):


	Police contact:

	Prosecution pending?


	Civil action pending?



	Outcome of prosecution


	

	Outcome of civil action


	


Appendix F                 DR KHAN & PARTNERS

Fraud and corruption policies and protocols

NOTIFICATION CONTACTS

PUBLIC SECTOR FINANCE

Audit commission (Public interest Disclosure line)          

020 7630 1019

FRAUD & FISCAL IRREGULARITIES

Nhs Fraud Hotline (false benefit claims)



0800 854 440

Serious fraud office





0207m 239 7272

Inland Revenue (Employers Compliance unit)


0191 383 7000

Customs 7 Excise





0800 595 000

HEALTH & SAFETY

Local H&S executive





0191 202 6200

National H&S Executive





0541 545 500

(Nationals information line)

ENVIRONMENT AGENCY

The Environment Agency 




0845 933 3111

Occupational Pensions regulatory authority


01273 627 600

(Help desk)

Charity Commission (general enquiries)



0870 333 0123

Secretary of State for Health




020 7210 3000

The Information Commissioner




01625 545745

Practice manager or partner) to liaise with the police as soon as possible
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